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Abstract:
The weak link in maintaining a reasonably secure computing environment is the human factor. Pacific
Northwest National Laboratory (PNNL) has endeavored through a number of initiatives to raise the
awareness of cyber security issues and challenges both at work and at home. Elements of the multifaceted awareness and education program include on-line training (mandatory for all staff and extendedstay visitors), posters, postcards, and newsletters. The program has had measurable impact reducing, for
example, PNNL’s vulnerability to ―phishing‖ attacks.

Description of the Practice:
To meet our client's expectations and industry best practices, PNNL staff members have developed a
multi-layered approach with cyber security awareness training. This approach provides staff development,
policy awareness, and, most importantly, protection of our information. The awareness training consists of
an online annual training course, directed paper products, and electronic communications products.
Annual Cyber Security Awareness Training
The training course is given to all new hires as part of their initial orientation and annually to each staff
member. The training is offered as an interactive online course that features an animated robot named
―Cybot‖ (Figure 1). The course is meant to be both educational and entertaining. It is fairly traditional in
nature in that it walks the learner through several pages of content regarding such topics as malware
awareness, appropriate uses of computing resources, and password management. However, unlike
common read-content-and-answer-questions methods, our training uses interactive exercises to ensure
that the content is understood. For example, to recognize spam or phishing messages, the learner is
taken to a mock email inbox where several messages are available (Figure 2). The learner may open or
delete messages just as with a real email inbox. Instead of just reading about what to do, learners see
and can try out the lesson content before they are confronted with the situation in their own email inbox.
Directed Paper Products
Directed paper products include flyers, posters, and postcards. The flyers or newsletters (Figure 3) are
traditional for those who expect that method but the posters and postcards are not. The postcard (Figure
4) is mailed to each staff member and is a two-sided format with a graphical image on one side and text
on the other. The artwork has consisted of images pertaining to cyber security issues such as phishing,
peer-to-peer software, and cleaning data off of hard drives before transferring equipment. There is also a
matching poster (Figure 5) placed in PNNL common-areas, such as copy centers and lunch rooms.
Electronic Communications Products
Electronic communications include directed emails, online PNNL staff newsletter, and online IT Services
newsletter. Emails and newsletter items have included such issues as phishing, spam, not sending
sensitive information to shared printers, and peer-to-peer software. A few examples of content that sent
in a semi-weekly news email are:
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 “E-mail spoofing on the rise. Have you ever received an e-mail that appeared to be from yourself
that you have no recollection of sending? You may be a victim of e-mail spoofing — the forging of email so it appears to originate from someone other than the source. It allows the real sender to
attempt to trick the recipient into reading and responding to mail they would otherwise ignore. Staff
members recently have seen a rise in these e-mails, which often contain "5556" in the e-mail header
or body. The best thing to do is delete the message.‖
 “Wireless home network security. A wireless home network is ideal for a household with multiple
computers that access the internet or a single printer. However, if you use a wireless firewall/router
for your home network, note that attackers could exploit a variety of security holes that are common
with wireless firewall/routers. To help keep your wireless home network safe, we recommend you
take these precautions: keep your wireless firewall/router firmware up-to-date, use a strong
password, disable wireless access to the router settings and use WEP encryption.‖

Figure 1. All employees and extended-stay visitors are required to complete annual Unclassified Cyber Security
Awareness Training. The training is offered as an interactive online course.
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Figure 2. The Unclassified Cyber Security Awareness Training course includes interactive exercises that teach how
to identify common cyber security threats.
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Figure 3. A topical cyber security awareness campaign often begins with
traditional newsletter articles or flyers. Shown: Sidebar article on ―phishing‖ that
was included in a quarterly general security newsletter.
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Figure 4. Awareness campaigns also include postcards distributed to staff through the plant mail
service. Shown: Example of a postcard warning about phishing.
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Figure 5. Posters placed in common areas such as break rooms and copy centers reinforce the
current awareness campaign. Shown: Poster warning about peer-to-peer software.
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Responses to Evaluation Criteria:
Innovation
Typical cyber security training, if there is any at all, is a one-time, read-content-and-answer-questions
training course. This format addresses only the first two categories of Bloom’s taxonomy of educational
1
objectives: knowledge and comprehension. PNNL has gone beyond the norm for cyber security training
by not only implementing a multi-faceted awareness program, but by incorporating Bloom’s third
objective—application—into our interactive on-line training class.
Key elements of innovation are:
 Multi-faceted cyber security awareness program that includes interactive on-line training, directing
mailings and posters, and frequent electronic communications.
 On-line cyber security training is both educational, and through incorporation of an animated
character, entertaining. Unlike most policy/procedure training, staff report that they actually enjoy the
class.
 On-line cyber security training incorporates exercises that don’t just test comprehension of the
readings, but application in practical and realistic situations.
 On-line training implemented using Pachelbel© – PNNL’s own SCORM 1.2 conformant learning
management system. Course content can be exported as SCORM-conformant packages.
Benefits
PNNL conducts contract research for a broad number of government and commercial institutions. The
research conducted ranges from open science to company proprietary to national security related. The
beneficiaries of PNNL’s cyber security awareness training program are our clients and partners, whose
information we are entrusted to protect, and PNNL, which is able to attract and retain these customers by
demonstrating a trustworthy computing environment.
Technical cyber security controls such as firewalls, intrusion detection, active patching, and virus
scanners are critically important to the protection of information and information resources. However,
these controls are only partially effective, and the human factor must also be considered. Users make
mistakes and can override controls. New threats may not yet be recognized by firewalls, intrusion
detectors, vendor patches, or virus scanners. Making users aware of these threats is an essential
element of an effective cyber security defense.
PNNL’s user awareness program has had measurable impact. For example, PNNL had a less than 1%
response to a phishing message generated by a recent security review team, compared to 15% or
2,3
greater response typical in other organizations.
Replicability
Our multi-faceted approach can easily be replicated by other institutions. The posters and postcards
have been released for public use, as has a booklet that provides computer security training for home
users (see Links below). The on-line awareness training course is copyrighted. It is available at no cost
to U.S. federal government agencies and contractors, and can be licensed to others. The course is uses
PNNL’s Pachelbel© e-Learning Content Development and Management System. Pachelbel is a SCORM
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1.2 conformant learning management system. Course content can be exported as SCORM-conformant
packages.
Costs
Resources in staff time in creating, maintaining, and distributing the content are used at about a third of a
full time staff member. Web servers and paper are also used to distribute the content. However, the
servers are shared with other projects and the paper averages about eight sheets of standard weight
paper and three sheets of card stock per staff member per year.
The training is cost-effective in that it satisfies our client’s and partner’s requirements and meets best
business practices for cyber security awareness training. This allows our organization to retain existing
contracts and attract new business. While it is difficult to accurately measure the average loss per cyber
security event, it is expensive to perform the forensics and repair, if not replacement, necessary to return
a previously compromised system to the network. Lost information from lost or stolen laptops could also
prove to be very expensive. Awareness training that prevents just a few events a year and reduces
overall risk to the information we are entrusted with, at our current budgeted levels, is considered cost
effective by our management.

Links
Mahan RE. 2005. Guide for Home Computer Security. PNNL-SA-44008.
[Available online at http://www.pnl.gov/media/homeguide_public.pdf]
Thomas TC. 2006. Unclassified Cyber Security (UCS) posters and postcards. PNNL-SA-51733.
[Available upon email request to tom.thomas@pnl.gov]
Pachelbel© e-Learning Content Development and Management System:
http://www.pnl.gov/cogInformatics/pachelbel.stm
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